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;Industry 4.0enterpriseapplicationswill supportthe smartfactory:
;  Data analysis
/ Autonomicdecisionmaking

/ Monitoring, analysis, and management functions at different levels
of the enterprise

;  Remoteassetmonitoring is requiredvhen the administrators
manage different distanlbcations:
; Safety
/ Energy management
 Utilization
; Security

;  etc..
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;loTenables remote asset monitoring:
;Installing wireless sensors throughout the factory
/Integrating them via an Internet gateway

; Deploymentof data acquisition and analysis functions at the
edge anccentral data centers, respectively

; Challenges:
; Defining event patterns: sensing areas, thresholds
; Application traffic characteristics and requirements
; Autonomic, flexible, and locatieaware function deployment
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, Virtual NetworkEmbedding: Deploying R
multiple Virtual Networks (VNS)n a single i R
substrate network - oo

; NPhardproblem- efficiency requires
heuristics

/ Most VNE algorithms are
performanceoriented and optimizdor
costand admission ratio

/ Model: Resourcddemand pairs

; Virtual nodes or links pose demands for Dem3: .
certainmatched resources

; Usedfor performanceoriented algorithms

; Canbe extended to model node Resl: .
capabilities andocation-awareness Res: Resource

Res3: ...
Dem: Demand
VNR: Virtual Network Request

Resl: ...
Res2: ..
Res3: ...
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A Flexible

/ Future mobilenetworks
based on SDN/NFV

; Network functiongpose

Central control of

gualitativeconstraints flows deployrllnent of
to the construction ofa Separation of Puerf\é\gns
compositeservice ]?O””O:f‘ . A Composite
. orwardingplane services
1 Coordinated SDN/NFV
enables 5G oG
/ Industry as an Ultra-dense A Throughput
- : : Reliability A Security
application domain of Latency A Energy
5G (in particular remote
m an ag e m e nt) Kihn FischerMandarawj de Meer- Mapping Securityenabling Virtualized
Network Functions VDE/ITG: Network and Services Security towards 5G
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BackgroundNFV Mapping

Problem

; Thecombinationof network functionsimposesatopology

; Thistopologyis not fixed
; Severalariationsmight be possible

; E.g.encryptionbefore or after compressiof?
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; Thishaseffectson resourceusagec somevariationsmaybe easier

on resourceghan others
; Problemis somewhatsimilarto VNE

TCP-traffic
Network
r—{ Encryption Monitoring Firewall
Deep Packe
|ﬂﬁ> Compression Insmd}

Hstrork Firewall
Monitoring

Non-TCP-traffic

chry%
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; CombineéVNE, NFV and SDN to:
 Efficiently deploy industrial enterprise applications
; Satisfytheir requirements
; Reconfigurghe application in response to netwogvents

) Steps:
; Application model:
; End nodes and locations
; Requirements: throughput, latency, resilience
; Wide-area industrial network model
; Mappingalgorithms for application and chain embedding:

; Chain composition (function capacities and forwarding graphs), chain
placement, communicatioflows (SDN

; Resiliencalgorithms (e.g. redundancy in chains)
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Control

|
Enterptise Cloud

Big data
N functions
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Application Profile and a Composed Chain
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