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Motivation: Network of InformationMotivation: Network of Information 
(NetInf)

Future
Information-centric Network

Dissemination of Information Objects (IOs)
I f ti t i b t ti

Today’s Internet
Conversations between Hosts

Information-centric abstractionHost-centric abstraction

Evolution

No common persistent naming scheme for IOs
Host-centric securityHost centric security

Securing channels and trusting servers
No trust: copy from untrusted server -> Caching?
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O tliOutline

Requirements / features
Naming scheme overviewNaming scheme overview
Security aspects
– Self-certification– Self-certification
– Name persistence
– Owner pseudonymity & owner identificationp y y &

Evaluation
Summary and conclusionSummary and conclusion
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R i t / F tRequirements / Features

Secure data retrieval from any available source
– Name-Data integrity

Owner pseudonymity
Owner identification

All f it– Allow for anonymity
Globally unique names
Name persistenceName persistence
– Location changes
– Content changes
– Organizational changes
– Owner changes

Name variety of objectsName variety of objects
Extensible naming scheme
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N i S h O i 1Naming Scheme Overview 1

Information Object (IO) = (ID, Content, Metadata) 
IO has ownerIO has owner
Identical copies = same ID
– Different versions = version no– Different versions = version no.

Type      A=Hash(PKIO) L=Label    

Security Metadata

SKIO
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N i S h O i 2Naming Scheme Overview 2

Type      A=Hash(PKIO) L=Label    

ID = (Type tag, Authenticator, Label)
– Type tag: mandatory globally standardized

Security Metadata

– Type tag: mandatory, globally standardized
• Adapt naming scheme to named entity type

– Authenticator A SK
• Secure binding: “ID – security metadata”
• Owner pseudonymity

SKIO

– Label L: Arbitrary, ensure global uniqueness

Security metadata
– NetInf security information, e.g., hash(content)
– Securely bound to ID via PKIO/SKIO
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S lf C tifi tiSelf-Certification

Prevent unauthorized changes of named IO
– Name–data integrity
– Use any available copy/source

Static content
– Label = hash(content)

Verification: compare hashes– Verification: compare hashes
– No retrieval of security metadata

Dynamic content
– Hash(content) in ID: violates ID persistence( ) p
– Hash(content) in security metadata, sign with SKIO
– Verification: (1) signature, (2) hash
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N P i tName Persistence

Location change
– ID/locator split
– Dynamic binding: Name Resolution ServiceDynamic binding: Name Resolution Service

Content change
See self certification– See self-certification

Owner change
PK /SK b d t IO t– PKIO/SKIO bound to IO, not owner

– Basic approach: Pass on PKIO/SKIO
• Disadvantage: not robust (SK disclosure)

Adv approach: Certificate chain

PKorig
PKnew1

PKnew1
PKlatest– Adv. approach: Certificate chain

• Sign metadata with new PK’/SK’
• Secure chain: PK’/SK’ – PK/SK – ID

new1

SKorig

latest

SKnew1

Owner’s organizational change
– Flat IDs: no organizational structures
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O P d it d Id tifi tiOwner Pseudonymity and Identification

Owner pseudonymity
– Binds data to owner’s PK
– Trust in (anonymous) owner: reuse PK
– Can be separated from self-certification: different PK’/SK’

• SignSK(PK + hash(content))

Owner identification:
– Bind data to owner’s real world identity
– SignSK(PK + PK certificate + hash(content))
– PK certificate by certificate authority needed (like today)
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E l tiEvaluation

Open source prototype: OpenNetInf
– www.netinf.org

Easy to implement
– Established security mechanisms (hashing, digital sign.)y ( g, g g )

No overhead for applications
P t f N tI f– Part of NetInf

– E.g.: Firefox plugin, Thunderbird plugin, video streaming

Example: Firefox plugin
– Handle links: NetInf IDs instead of URLs

Automatic content integrity check reduce broken links– Automatic content integrity check, reduce broken links
– NetInf: Efficient data dissemination
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S d C l iSummary and Conclusion

Information-centric networking: need for secure naming

NetInf naming: main feature set
– Name persistence

S lf tifi ti– Self-certification
– Owner pseudonymity
– Owner identification

OpenNetInf prototype: www.netinf.org

Standardization: IETF Internet drafts
– “URIs for Named Information“
– “The Named Information (ni) URI Scheme“ (core syntax, parameters)
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Th k f tt tiThank you for your attention
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