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» There are only ~ 102° grains of sand on the earth
» Let’s settle for a billion (10°) objects on the net

» Danfoss (EU): 0.4x10° thermostats so far
» Walmart (US): 0.1x10° CFL light bulbs per year



Wires are too expensive

» Electrical wall socket + installation = $80
» Catbh socket + installation = $150

» 1 billion nodes = GDP of Kuwait
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Wireless?
Technology [Range Speed Power Use |Cost
WiFi 100 m nn Mbit/s  |high $$%
Bluetooth [10-100 m |n Mbit/s medium $%
802.15.4 10-100 m |0.n Mbit/s |low $




Internet of Things loT

Constrained node/networks Low-Power/Lossy LLN

IP Smart Objects IPSO

» Node: a few MHz, ~10 KiB RAM, ~100 KiB Flash/ROM
» Often battery operated — must sleep a lot (UW!)

» Network: ~100 kbit/s, high loss, high link variability
» May be used in an unstable radio environment
» Physical layer packet size may be limited (~100 bytes)

» IETF WGs to date: |6LoWPAN ROLL CoRE
INT area RTG area APP area
(Internet) (Routing) (Applications)
L2/L3 interface |L3 routing L7 application
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olowpan: IPv6 over Low-Power
Area Networks (IEEE 802.15.4)

» IETF WG chartered in 2005 to define IPv6 over 802.15.4

e popular low-power (~ 1 mW) radio for 0.9 and 2.4 GHz bands
e 20-256 kbits, up to 127-byte packets

» Two initial deliverables approved 2007-05-01
e RFC 4919: Problem statement (“Goals and Assumptions”)
* RFC 4944: Format specification (“IPv6 over 802.15.4")
= Encapsulation

* Fragmentation
= Minimal use of MAC (more than 802.15.4)
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6LoWPAN-ND

» Classic IPv6: link = multicast domain
® can be realized by mesh-under (L2 routing) protocol
® can be substituted by less multicast-reliant ND
» RFC 5889: ad-hoc link model
¢ Alternative: confine link to radio domain
® multicast is local only

* need route-over (L3 routing) protocol
to build larger 6lowpan

» Both mesh-under and route-over
covered by single architecture
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Route-Over

» One or more
Edge Routers
(6LoWPAN border
routers) connect
6LoWPAN to
global Internet

» 6LoWPAN
comprises
routers (6LRs)
and hosts
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6LoWPAN-ND elements beyond 4861

» ARO (address registration option):
® hosts register their addresses to routers (6LRs): NS/NR

® 6LRs can check the address with edge router (6LBR):
new ICMP messages DAR/DAC

® replaces NS/NR use for address resolution (off-link model),
but keeps NS/NR intact for NUD (neighbor unreachability detection)

» ABRO (authoritative border router option)
e distribute information about available 6LBRs (edge routers)

» 6CO (6LoWPAN Context Option)

e distribute header compression context in entire LoOWPAN
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6LoWPAN-HC: Header Compression

» RFC 4944 header compression is stateless

» Traditional header compression (ROHC, RFC 3095 etc.) is
flow-based stateful

» Is there a middle ground? [T catenay [ e
b e |
» draft-bormann-6lowpan-cbhc T T
(2008-07): maintain a single Lo frower [ Drower [ D router
area context state for an 0 00 0% 00 0% 00 oo o
entire 6LoWPAN Totosl o0 T 00 o 0 T
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oLoWPAN Headers

Orthogonal header format for efficiency
Stateless header compression

- IEEE 802.15.4 Frame (127 B) >
218 18 40B 88 538 48

MAC L IPv6 UDP Payload :FCS I
A e 8

Full UDP/PV6 (64-bit addressing)

- IEEE 802.15.4 Frame (127 B) >
9B 2B 4B 108 B 4B
MAC L | vor | Payload FCS

Minimal UDP/6LoWPAN (16-bit addressing)

-
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Area context state

» up to 16 contexts, each with
e a prefix (up to 128 bits), given by value and length

» Used in 6LOWPAN-HC compression methods:

e carry the variable bits in packet
® infer variable bits from L2 addresses
® special method for multicast addresses

» 6LOWPAN-ND Context Option (6CO)
¢ distribute context throughout 6LoWPAN
® defined as part of 6LoWPAN-ND
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draft-bormann-6lowpan-ghc-01

New proposal: 6LoWPAN-GHC

» Generic compression of remaining headers
and header-like payloads: ICMPv6, ND, RPL; DHCP; ...

» draft-bormann-6lowpan-ghc: simple LZ77 based on bytecode
® single-page specification: simple

e stateless (but can use 6LOWPAN-HC context) R A |

» provides modest compression factors
between 1.65 and 1.85 on realistic examples

> fits in BLOWPAN-HC’s NHC — |
» (WG adoption to be decided) ——
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draft-bormann-6lowpan-ghc-01

Example: ND Neighbor Solicitation

»

Payload:

87 00 a7 68 00 00 00 00 fe 80 00 00 0O 00 0O OO
02 1c da ff fe 00 30 23 01 01 3b d3 00 00 00 0O
1f 02 00 00 00 00 00 06 00 1c da ff fe 00 20 24

Pseudoheader:

20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 3b ds3
fe 80 00 00 00 00 00 00 02 1lc da ff fe 00 30 23
00 00 00 30 00 00 00 3a

copy: 04 87 00 a7 68

4 nulls: 82

ref(32): fe 80 00 00 00 00 00 00 02 1c da ff fe 00 30 23
-> ref 10lnssss 1 2/1lnnnkkk 6 0: b2 fO0

copy: 04 01 01 3b d3

4 nulls: 82
copy: 02 1f 02
5 nulls: 83

copy: 02 06 00
ref(24): 1lc da ff fe 00 -> ref 10lnssss 0 2/1llnnnkkk 3 3: a2 db
copy: 02 20 24
Compressed:
04 87 00 a7 68 82 b2 f0 04 01 01 3b d3 82 02 1f
02 83 02 06 00 a2 db 02 20 24
Was 48 bytes; compressed to 26 bytes, compression factor 1.85
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6LoWPAN =

RFC4944 +
6LoWPAN-HC +
6LoWPAN-ND
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6LoWPAN Routing

v6.12.2009

Here we consider IP routing (at layer 3)

Routing in a LoOWPAN
Single-interface routing
Flat address space (exact-match)
Stub network (no transit routing)
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» ROLL WG: Specialized routing protocol RPL S
— Rooted DAGs (directed acyclic graphs) 3
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e
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CoRE WG:
Constrained RESTful Environments

» Application protocol for constrained node/networks:
machine-to-machine (M2M) applications

» Modeled after HTTP

® but not just a “compressed HTTP” or a "HTTP over UDP”
e sharing HTTP’s REST model that is underlying the Web

» Simple protocol, datagram only (UDP, DTLS)
» 4-byte header, compact yet simple options encoding
» GET, PUT, DELETE, POST, media type model

@ Universitat Bremen
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CoAP Examples

» GET coap://temp1.25b006.floor1.example.com/temperature
e ASCII string: 22.5 C
® could use JSON, e.g. as in draft-jennings-senml|-04.txt

» PUT coap://blue-lights.bu036.floor1.example.com/intensity
e ASCII string: 70 %

» GET coap://25b006.floor1.example.com/.well-known/core
® </temp>;n="TemperatureC",</light>;ct=41;n="LightLux"
® see draft-ietf-core-link-format-01.txt

More in draft-vanderstok-core-bc-02.txt

@) Universitat Bremen
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Example Interchange

Option
C: CON + GET coap://server/resource Payload
0 1 2 3
©12345678901234567890123456789¢01
Fototototodt-t-dt-t-totototot-totototototototototoFt-t-t-t-t-F-t-+-+
1110 2 | GET = 1 | MID=1234 |
+ot-t-t-totototot-t-t-t-F-t-F-t-t-dF-t-F-t-t-F-t-F-t-F-F-F-F-+-+-+
| +5 =5 | 6 | "server" (6 Bytes)
todtotototototodtot ottt otototot -ttt otot-t-t-F-F-F-t-t-t-F-F-+-+
| +4 =9 | 8 | "resource" (8 Bytes)
i S e S T T S S s ST i i S S S

1 2 3
©123456789012345678901

B D Aok P e S

+-+
2.00 | MID=1234 |
+-+

+
R S S S TP S S s S A e S
0 | Content-Type = 0 (text/plain)

"Hello World" (11 Bytes)
B T b ek T S g g S S



Combining CoAP and HTTP

- REST >

» CoAP is used
in constrained
environment

» CoAP and HTTP
share proxy model
based on REST

» Enables standard,
application-
iIndependent proxy

({U)) universitat Bremen The Internet Constrained Environments
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6LoWPAN and CoRE status

» 6LoWPAN widely accepted as the way to run IP on 802.15.4

» Recent interoperability events for both 6LoWPAN-ND/
6LoWPAN-HC and CoRE CoAP: 10+ implementations each

» 6LoWPAN-HC has passed working group last call (HC-14)
» 6LoWPAN-ND went through first WG last call

® remaining technical details covered in stable ND-15

» CoRE CoAP in active WG work

® base protocol quite stable (10+ implementations, interoperable)

® “satellites” already interoperable, but refinement work continues:
block segmentation, observation/notification, resource discovery
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