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IP Mobility and Mobile IP

= IP Mobility means the access to data services from different locations and over different access

networks with the same device.

m Mobility across different radio access technologies, e.g. GPRS, UMTS, WLAN, WiMax
m Public, residential or corporate networks

m May be supported by network operators on various levels of sophistication, from “common bill for
different networks” to “seamless continuity of all services”

m Mobile IP is an IETF protocol useful as a common denominator supporting the mobility management
across networks

—~——————

m  Complements UMTS / HSDPA to provides high-speed wireless data to subscribers.
m  Commercially launched by Mobilkom Austria, Swisscom Mobile, Optus (Australia), ...
m T-Mobile Germany launched 3GPP R’6 compliant cross bearer mobility service in 2006

m The total market potential is uncertain
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IP Mobility User Experience

Automatic change of bearers

In the ideal case, the user does not notice the change of bearer, except possibly for a changed

download speed. Exact requirements depend on application.

2. The device scans
an allowed WLAN
network and

automatically

establishes a

connection.

1. The useris
downloading e-

mails from his
webmail account
through UMTS.

GPRS / UMTS

3. After the IP
session is

: : mail download
Best viewed in

presentation mode

\_ WLAN.

4. When the WLAN
signal strength
becomes weak, the
device switches to the
UMTS network again.

established, the e-

continues through

5. The UMTS session

/)
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may have been kept

alive. Before the data
transfer continues,
the mobility binding
must be re-newed.
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IP Mobility User Experience

Questions to be considered

The complexity / implementation effort of the scenario depends on the detailed
requirements.

How and where is
authentication & authorization
performed?

(Trust relationships)

hat are allowed
WLAN networks?

Billing information:
What, where, how?

(E.g. home,
corporate, MNO
owned hotspots,
roaming partners)

(E.g. exchange in
roaming cases)

Which applications
shall be
,seamless“?

When to use which
bearer?

Who decides?

(E.g. web browsing,
banking, e-mail,

VPN access, Many others
video streaming,
VolIP) Core network load, scalability,

access to premium services,
network integration, future
bearers, ...
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IP Mobility —

Product Analysis

Technologies pushed into the market as well as consumer habits ultimately will make IP

Potential Benefits

Mobility an indispensable commodity.

Operator

m Extend wireless broadband coverage =
m Offload traffic to most suitable radio m First-mover bonus
||
||

Incentive for high-end handsets

technologies Longer on-line times

Reduce churn

Custemer

m Cheap access

m One bill for all networks

m Simplified network access
m Allways best connected

m Constant access to (PS) services
m No need for re-login after handover
(e.g. VPN access)

Network
EVolution

m Emerging variety of RA technologies = WLAN abundance (public&private)
(WiMax, Flash OFDM, Utran FDD, ...) m Growing Laptop market share

m Handset capabilities (performance, display, m Laptops with data cards prevalent
radio) m New device classes (Origami PCs)

There is little apprehension for IP Mobility as a service on

its own. Therefore, defining the business case is tricky.
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IP Mobility — What You Should Keep in Mind

Product Analysis

Currently, a restricted number of subscribers will benefit from seamless mobility. A
staged approach limiting initial investment may be most suitable for most operators.

... The predominant mobile data device is still the laptop. The typical use scenario
involves nomadic rather than seamless mobility.

.. PDA like handsets with multiple radio interfaces are high-priced and mostly used by
business customers. To be considered for tariffing and service selection.

... Client SW may only be available for a subset of suitable devices (e.g. display
adaptation, operating system, other HW/FW requirements).

..."Allways best connected" involves a high battery load (e.g. keep alive, network
scanning, WLAN procedures) — frequent recharging diminishes positve perception.

... Selection of best available network and automatic log-in can be achieved with a
suitable client software and minimal effort on network side.

Feasibility study has to comprise addressed customer group and

the development of suitable tariffing models.
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IP Mobility

What is needed in which case?

The need for bandwidth is coupled with the existence of a large display. The need for

seemless handover is given for few applications only.

Basic requirements

Minimum requirements:

m Data speed comparable with DSL, >=384 KBit/s

m Coverage at the most interesting populated places
m Easy roaming (national and international)

m Easy handling, simple billing

m Handover is nice to have, re-connection is mailny sufficient

Several radio bearers ars suitable for the mobile
broadband service: WLAN, WiMax, CDMA and others

Why should | connect my PC to
the net through my phone

DETECO N Page 6

ITG_MOBILE_IP.PPT



3GPP R’6 IWLAN Architecture
SIM based WLAN access

The GSMA is an organization of Mobile Network Operators. The Seamless Access WLAN

project addresses basic requirements for WLAN roaming and easy access.

Particip-
ating
MNOs

* TeliaSonera ™™ dull
StarHut f-“fiﬁcﬂfl.m M SMART

MOAISTA"

GSE.

ASSOCIATION

WATANIYA TELECOM

Project Objectives

Promote EAP-SIM as the mainstream solution for WLAN user authentication

Promote the standard to be adopted by hardware and software vendors in order
to support the SIM as a means of identification and authentication

Initiate a multi-access roaming deployment campaign and eliminate remaining

technical issues

Motivate operator and 3rd party deployment of 802.1X in WLAN networks to

enable EAP-SIM as the solution for roaming

Supporting

Vendors
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3GPP R’6 IWLAN Architecture x
Cellular — WLAN Interworking Scenarios o

In 3GPP R’6, six scenarios of increasing complexity are defined for the interworking
between cellular networks and other radio technologies.

Scenario 1

Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6

Access to
3GPP CS
Services

I Seamless Services

Service Continuity

Access to 3GPP PS Services

I 3GPP based Access Control & Charging

Common Billing and Customer Care
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3GPP R'6 IWLAN Architecture

Access to 3GPP services via interworking WLANS

G

The current specifications consider the access through a WLAN isolated from the access

through a 3GPP RAN. Re-use of existing functionality is intended.

3GPP TS 23234
m  WLAN Access Gateway (WAG):
e Filtering & routing en-
forcement through PDG Visited / Home PLMN
e Accounting information for (WLAN direct I Wa WAG AAA Proxy Billing
ViSitednetwork IPacceSS) lIIIIll‘lllllllllllllllllll-:p
e Policy enforcement WLAN Access anfs E ...
m Packet Data Gateway (PDG): Network wn Wg :
e Accept/ reject sessions . _\— = \
e Tunnel termination Wu . =
e Handling of local & remote (WLAN 3GPP T Wp - Wd
IP addresses .
i e IP access) oCcs .
raffic filtering & routin . a
° J < J WLAN UE - F :
e Generate charging - - Wor Billing
information (IP flow based) .

l
<> @ S
AAA Server *
Hssi
Visited / Home PLMN

Signalling
Data

DETECO N Page 9

INMFORMATIONSTECHNISCHE

s
CHAFT |'M VDE

) GESELLS

ITG_MOBILE_IP.PPT



3GPP R’6 IWLAN Architecture
IWLAN protocol stack

G

The WLAN 3GPP IP session is hidden for the transport networks by encapsulation in a
secure tunneling layer between WLAN UE and PDG.

m Lower IP layer only has local significance ( local IP address)
m Remote IP address handled / assigned by PDG

m [PSec (ESP) used as the tunneling / encryption protocol

m Note: MIP tunnel inserts additional layer above the Remote IP layer

Fal

Remote Remote
N IP
Tunneling Tunneling
Layer | ) ) Layer
Transport Transport| Transport Transport| Transport| | Transport L1/L2
IP IP IP IP IP IP
L1/L2 L1/L2 L1/L2 L1/L2 L1/L2 L1/L2

UMA® GPRS User Plane
(for comparison)

- | SN
=0

SNDCP
LLC
UMA RLGC

UDP

Remote
IP
Tunneling
Layer

Transport
IP

L1/L2

*) By Alcatel, AT&T Wireless, BT, Cingular Wireless, Ericsson, Kineto Wireless, O2, Nokia, Nortel Networks, Rogers Wireless, Sony Ericsson,
Siemens, T-Mobile USA. Now fully transitioned to 3GPP GAN.
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3GPP R’6 IWLAN Architecture x
Re-use of existing GGSN 5@

An important part of the PDG functions is identical to corresponding GGSN functions.
Re-use simplifies network integration (e.g. billing).

Wu (Wp)

m  User authentication & authorization
m End-to-End tunnel establishment with UE Tunnel

m PDP context handling towards GGSN (SGSN like) Termination
m  One-to-one mapping of E2E tunnel into GTP tunnel Gateway

(TTG)

Gn’

PDG

m Remote IP address allocation

m Authentication towards external networks

Subset of
GGSN

m Charging Gateway interface

m Single access to 3GPP PS domain services

functions

m  Online / offline service data flow charging
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3GPP R'6 IWLAN Architecture

Tunnel establishment procedure (Home Network)

G

Automatic session establishment using validated security protocols based on SIM or

USIM.
3GPP AAA
Server
EAP-SIM/AKA P EAP-SIM/AKA Authent.
(802.1X) = \ Vectors
/ Direct IP access May be omitted if tunnel
WLAN Access possible if not establishment follows.
’ prevented by Local IP address
routin assignment may involve
W-APN [?NS —_ f g e
o Retrieve
Authentication  le_ yser Profile —
(EAP-SIM/AKA) and AVs
EAP-SIM/AKA via IKEv2 L
<« Authorization _| Check
of W-APN subscription
IPSec (ESP) SA based on IKEv2 keying material

—

3GPP IP Access ]
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3GPP R’'6 IWLAN Architecture -;QSM%
The mobility bracket across access networks 1 E /'I'/ E
With Mobile IP, the Mobile Node appears to the outside world at the same IP address

independent of the current access network.

Egi//tgii—* - # Billing § Billing &
‘ 2G/3G Network _--- Mediation @ System i
@.. - AAA
b e :
~ o ’ Mobile IP \
I | ~Aggregation . Home _
__*—  Cluster - Agent Public Internet
P A S . or Corporate
: Public WLAN ! - Network
, \/
i DB AAA

Local Loop
g \\\g?b)_}m Fixed Access

Mobile IP does not integrate network functions for user authentication, user

authorization, access control, policy enforcement and charging.
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3GPP R’6 IWLAN Architecture %OX//OS&?

Candidate for IWLAN mobility management 1 ET

Mobile IP it is considered sup-optimal in several aspects.

Advantages of Mobile IP Drawbacks of Mobile IP

m Well established base standard. Integrated m Replicates functionality that is already
by default in IPv6. available in GPRS; introduces overhead.
m In use supportin ility management of m The handover decision is left to the Mobile
Flash OFDM and 2000. Node / client software
m a multitude of m May lead to inefficient resource usage

m Mature technolo
vendors '
short ter

f services in = Diffic cases
m Oper l.

rating different
re available.

m Terminal device

m Additional effort for (content) billing and
access technolo

lawful interception.

m Mobility across networks can be
added without impacting existing network
infrastructure.

m Load sharing concept still under
discussion.

= No QoS management within MIP tunnel

Future integration in 3GPP IWLAN unclear. Opposed by some ope-rators.

Alternatives: GTP extension or NETLMM (NTT DoCoMo).
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The implemeted solution « -« ««« I - -Mobile-
T-Mobile “Cross Bearer Mobility” Project

T-Mobile planned to launched a Scenario 4/5 compliant product in Germany in 2006.
Finally it was not promoted.

m 3GPP IWLAN compliant approach
m Mobile IP used for mobility management.
m Pilot launch in T-Mobile Germany Q3/2006.

m Provides service continuity through GPRS, UMTS / HSDPA, Public WLAN
(>5000 T-Mobile / T-Com hotspots), residential access.

m Client SW for Laptops and Windows Mobile 5.0 Smartphone (MDA Pro / MDA
Vario Il)

m |s available to subscibers of “Web’n’Walk XL” data tariff (quasi flat rate)

m Involved vendors: Nortel Networks (Home Agent, integration & project
management), Azaire (TTG, AAA & client SDK), Aramova (Laptop client GUI),
V2R (Windows Mobile 5.0 client GUI)

Y2 udll & Azaire § aramova
- T wWo ks & p——

Enabling Broadband Mobility
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The implemented solution

Additional Network Components

network.

Laptop Client
Azaire /| Aramova

Win Mob. 5.0 Client
Azaire /| V2R
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Home
B Agent
\x*i'! &y Nortel
BSC / RAN
RAC
Azaire 8
| Billing
NAS _ System
plus...
1 - O&M

— Security

T-Com Mediator
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Cross Bearer Mobility is implemented by adding three core components to the T-Mobile
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Summary

Technologisch ist heute fast alles mdglich. Die Herausforderung besteht in der
Sicherung der bestehenden und der ErschlieBung neuer Markte

Funktechnologien haben einen ungeahnten Reifegrad erreicht, Mobile IP verbindet
verschiedene Trager

m Mit der Kombination verschiedener Funktechnologien (z.B. WLAN, DVB-T oder DVB-H & GSM/UMTS)
lassen sich interaktive Breitbanddienste kostengtinstig realisieren. Der Schliissel zu ihrem
kommerziellen Erfolg liegt jedoch weit entfernt von den technischen Details der Funktechnologien in
Marketing- Preis- und Dienstkonzepten.

m Mobile IP fir die Realisierung von Handovern in der Sprach- oder Videokommunikation ist sehr
ineffizient.

m Korrektes Billing verursacht einen enormen Aufwand in der Netzlast und —architektur, der in keinem
Verhaltnis zum Mehrwert flr den Kunden steht.

m Den meisten Kunden gentigt ein sauberes Sprachnetz einerseits und ein automatischer
Verbindungsaufbau der Datenanwendungen beim Wechsel des Tragers
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Kontakt
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Herzlichen Dank fir Ihre Aufmerksamkeit
und lhre interessanten Diskussionsbeitrage

Mathias Hoder
Detecon International GmbH
Managing Partner

Oberkasseler Str. 2-4

53229 Bonn (Germany)

Phone: +49 228 700 1810

Fax: +49 6196 903 463

Mobile: +49 170 852 5506

e-Mail: Mathias.Hoder@detecon.com
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