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What are Location Based Services ¢

> Exploit location knowledge of mobile user.
» User asks for service on mobile.

> Many informative and innovative services,
e.g. Navigation, Tracking, Yellow pages.

> Business opportunities for many service
providers.
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Examples for Location Based Services

Locafion based services Standardized
categories Service Types
[FURIE Sately SEMvces Ermengency Senices
emergency Aler Services
Locafion Sensitive Charging aned Billing
racking Services Fersan Tracking
Fleet Wanagement.
Pesel Management
TATIC Monionng A Longeston Repormng
Frifanced Call Routing Foadside Assistance
Foufing to Mearest Commercial Enterprise
Location Based Tamc and pUBNG ransporaton TRiarmEton.

Information Services

City Sightsesing

Localized Advertising

[ohile Vellow Fages
eather

Pssetand Service Finding

Entertainment and Community Garming

Senices Find vour Friend

Cafing

[Chatfing
[Foute Finding
hiere-arm-1

Senice Frovider
Specific Services
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What is privacy ¢

> Keep my personal information/profile to myself

> Remain anonymous with respect to certain personal activities.

» Who knows about me 2

» When does he know ¢

> How does he know ¢

» To what extent does he know 2

» Who controls the info that | do not wish to share.

TUHH

Technische Universitit Harmb urg-Harb urg

AGENDA

> Introduction

> Role Players

> Private Information Access

> Implementation Issues

> Designing each network entity

> Conclusion

TUHH

Technische Universitdt Hamb urg-Harb urg




T B

Weather

| am his network operator.
ONLY | know his location.

cation.
operator

Navigation
Disco
Info

Restaurant Info
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> User has trust only on his network operator. % A

> Service provider (SP) is registered to that ne’rworkw /g;
<+—> /

> For privacy, user infmn not be given to SP.

> For service, user infmn be given to SP.

> o Issue location and hide user identity.
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Network Elements involved

q Um RRLP

Ass1star§
Data (

LCS Clients

GMLC: Gateway Mobile Location Center
LCS: LoCation Service
Quelle: vodafone
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Information flow
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Restaurant Info

GMLC of Network
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Information flow with proxy

/ Secure Domain \ é_r \
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Restaurant Info

Network
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Implementation Scenario

/ Secure Domain \

Pseudonym
(.0.......OO.....OOO.....OO.....OOO.....OO)

Psevdonym —

.................)
Psevdonym

491798878685

(oooooooooooooooo —
Restaurant Info GMLC of Nefwcy
.
° [ ]
MSISDN  » < MSISDN
SP has no access 491797767574, .
To MSISDN . \ 4
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Designing the user interface on mobile

Lo Les Clients N 2 Gervices |

1. Weather Info 1. Indian
2. Banl Info. 2. Malian
3. Restaurant Info — | 3. Chinese
4. Dizcothel Info 4. Gettnat
5. Kino Info

\ Select Exmit \ Select Exit

User interface

degined using J2ME S N
3 Indian Restr 4 INFORMATION.

MiDlet

Mearest Indian Festr.
Please Wait ...

v Wattenberg 5ir,16 -}
Hatburg,

\ Select Eait y Select Fait
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Designing the network proxy

Secure Domain

Proxy PMD

HTTP Request

= ) ..0900000000'°.)

Webservice req

Webservice res

waie proxy database Update PMD /

HTTP Request

g

Proxy: enforces the routing

PMD (Pseudonym Mediation Device)
handles the pseudonyms

Restaurant Info
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Designing the LCS Client

Secure Domain

Webservice req

HTTP Req
..OO.....QOO.)

HTTP Res

Webservice res

Restaurant Info

[ ]
Webservige res? «Websgérvice req
L]

PMD
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Conclusions

> PROS
> Proxy hides user identity and gives only location infmn.
> Can be implemented for SMS and WAP gateways also.
> All private information within the network security domain.
> Suited for most of the LBS Service Providers.

> CONS

> Some service providers (5%) have access to infmn.
> 95 % of SP’s are unhappy :-(
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